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Why	Nuclear	Cyber	Security?

• Cyber	security	is	a	matter	of	great	national	
importance

• There	are	significant	national	security	issues
• Nuclear	has	a	role	in	ensuring	radiological	
safety,	security	and	in	electric	grid	reliability

• Our	sector	has	a	tremendous	history	of	
addressing	cyber	security
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History	of	Addressing	the	Cyber	Threat

2002-2004

• NEI	Cyber	Security	
Task	Force	Formed

• Interim	
Compensatory	
Measures	(ICM)	
Order

•Work	Hours,	
Training	and	
Revised	DBT	Orders

• NRC	Completes	
Cyber	Assessment	
Pilot	Program

• NUREG\CR-6847,	
Cyber	Security	Self-
Assessment	Method

2005-2007

• NEI	04-04,	Cyber	
Security	Program	
for	Power	Reactors

• NRC	Endorses	
NEI	04-04

• NEI,	NERC	MOA,	NEI	
04-04	Equivalent	to	
CIPS	002-009

• NSIAC	Voluntary	
Initiative	for	Cyber	
Security	Programs

• RG	5.69,	Design-
Basis	Threat

• Cyber	Attack	Added	
to	Design	Basis	
Threat

2008-2010

• NEI	04-04	
Implemented

• NRC	Cyber	Rule	
Issued

• NRC	Endorses	
NEI	08-09,	Cyber	
Plan	Template

• FERC	Order	706-B	
Resolution	– NRC	
rule	covers	balance	
of	plant

2011-2013

• NRC	Endorses	Cyber	
Plan	
Implementation	
Schedule	Template

• NRC	Approves	Plans

•Milestones	1-7	
Implemented

• NRC	Inspections	
Begin

• Presidential	
Executive	Order	and	
Policy	Directive	21

2014-2017

• Cyber	Event	
Notification	Rule	
Issued	and	
Implemented

• Full	Program	
Implementation

• NRC	Completes	
Initial	Inspections

• NRC	Begins	Full	
Program	
Inspections
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Defense-in-Depth	Model
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Prevent	External	Network	Access
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Control	Portable	Media
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How	are	we	doing?

“Nuclear	power	reactors	have	
comprehensive	safeguards	that	protect	
control	system	safety	and	security	and	
prevent	the	misuse	of	portable	media	and	
portable	equipment	from	circumventing	
these	protections.”

DHS	Office	of	Cyber	and	Infrastructure	
Analysis	Report,	October	2015
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Thank	you
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